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Foreword 
 
It gives us great pleasure to introduce this collection of papers to be presented at the 2016 International 
Conference on Security and Management (SAM’16), July 25-28, 2016, at Monte Carlo Resort, Las Vegas, 
USA. 
 
An important mission of the World Congress in Computer Science, Computer Engineering, and Applied 
Computing (a federated congress to which this conference is affiliated with) includes "Providing a unique 
platform for a diverse community of constituents composed of scholars, researchers, developers, educators, 
and practitioners. The Congress makes concerted effort to reach out to participants affiliated with diverse 
entities (such as: universities, institutions, corporations, government agencies, and research centers/labs) 
from all over the world. The congress also attempts to connect participants from institutions that have 
teaching as their main mission with those who are affiliated with institutions that have research as their 
main mission. The congress uses a quota system to achieve its institution and geography diversity 
objectives." By any definition of diversity, this congress is among the most diverse scientific meeting in 
USA. We are proud to report that this federated congress has authors and participants from 76 different 
nations representing variety of personal and scientific experiences that arise from differences in culture and 
values. As can be seen (see below), the program committee of this conference as well as the program 
committee of all other tracks of the federated congress are as diverse as its authors and participants. 
 
The program committee would like to thank all those who submitted papers for consideration. Each 
submitted paper was peer-reviewed by two experts in the field for originality, significance, clarity, impact, 
and soundness. In cases of contradictory recommendations, a member of the conference program 
committee was charged to make the final decision; often, this involved seeking help from additional 
referees. In addition, papers whose authors included a member of the conference program committee were 
evaluated using the double-blinded review process. One exception to the above evaluation process was for 
papers that were submitted directly to chairs/organizers of pre-approved sessions/workshops; in these cases, 
the chairs/organizers were responsible for the evaluation of such submissions. 
 
We are very grateful to the many colleagues who offered their services in organizing the conference.  In 
particular, we would like to thank the members of Program Committee of SAM’16, members of the 
congress Steering Committee, and members of the committees of federated congress tracks that have topics 
within the scope of SAM. Many individuals listed below, will be requested after the conference to provide 
their expertise and services for  selecting papers for publication (extended versions) in journal special 
issues as well as for publication in a set of research books (to be prepared for publishers including: 
Springer, Elsevier, BMC journals, and others). 
 

• Dr. Nashwa AbdelBaki, Information Security Program, School of Communication & Information 
Technology, Nile University, Egypt 

• Dr. Iftikhar Ahmad, Department of Software Engineering, King Saud University, Saudi Arabia 
• Dr. Hanaa Ahmed, Computer Science Department, University of Technology, Iraq 
• Dr. Mohammed Akour, Department of Computer and Information Systems, Yarmouk University, Jordan 
• Prof. Wasim Al Hamdani, Department of Computer Technology Sciences, Kentucky State University, USA 
• Prof. Nizar Al Holou, Department of Electrical & Computer Engineering, University of Detroit Mercy, USA 
• Prof.  Nadia Alsaidi, Department of Applied Mathematics and Computing, University of Technology, Iraq 
• Prof.  Hamid R. Arabnia, (Vice Chair and Coordinator, SAM’16), Department of Computer Science, 

University of Georgia, USA 
• Dr. Shadi Banitaan, (Sessions/Workshops Co-Chair, SAM’16), Computer Science and Software Engineering, 

University of Detroit Mercy, USA 
• Dr. Rita Barrios, Computer and Information Systems, University of Detroit Mercy, USA 
• Dr. Clive Blackwell, Innovation Works, Airbus Group, United Kingdom 
• Dr. Violeta Bulbenkiene, Department of Informatics Engineering, Klaipeda University, Lithuania 
• Dr. Aisha Fouad Bushager, Information Systems Department, University of Bahrain, Bahrain 
• Dr. Juan V. Capella, Department of Computer Engineering, Technical University of Valencia, Spain 
• Dr. Feng Cheng, Internet Technologies and Systems, Hasso-Plattner-Institute, University of Potsdam, 

Germany 



• Prof. Kevin Daimi, (Conference Chair, SAM’16), Computer Science and Software Engineering Programs, 
University of Detroit Mercy, USA 

• Dr. Ioanna Dionysiou, Department of Computer Science, University of Nicosia, Cyprus  
• Dr. Hiroshi Dozono, Faculty of Science and Engineering, Saga University, Japan 
• Prof. Eman El-Sheikh, Center for Cybersecurity and Department of Computer Science, University of West 

Florida, USA 
• Dr. Luis Hernandez Encinas, Department of Information Processing and Cryptography, Institute of Physical 

and Information Technologies (ITEFI-CSIC), Spain 
• Prof. Levent Ertaul, Department of Computer Science, California State University East Bay, USA 
• Prof. Guillermo Francia, Center for Information Security and Assurance, Mathematical, Computing, and 

Information Sciences Department, Jacksonville State University, USA 
• Steffen Fries, Siemens AG, Corporate Technology, CT RDA ITS, Germany 
• Dr. Bela Genge, Department of Informatics, "Petru Maior" University of Tg. Mures, Romania 
• Prof. Solange Ghernaouti, (Program Co-Chair, SAM’16), Swiss Cybersecurity Advisory & Research Group, 

Faculty of Business and Economics, University of Lausanne, Switzerland 
• Dr. Diala Abi Haidar, Management Information Systems Department, Dar Al Hekma University, Saudi 

Arabia 
• Dr. Mary Grammatikou, School of Electrical and Computer Engineering, National Technical University of 

Athens, Greece 
• Prof. Michael R. Grimaila, Department of Systems Engineering and Management, Center for Cyberspace 

Research, Air Force Institute of Technology, USA 
• Dr. Hicham H. Hallal, Electrical Engineering, Fahad Bin Sultan University, Saudi Arabia 
• Dr. Hanen Idoudi, (Posters Co-Chair, SAM’16), National School of Computer Sciences, Manouba 

University, Tunisia 
• Dr. Devesh Jinwala, Department of Computer Engineering, S V National Institute of Technology, India 
• Christian Jung, Security Engineering Department, Fraunhofer IESE, Germany 
• Dr Zubair Ahmad Khattak, Iqra National University, Pakistan 
• Prof.  Hiroaki Kikuchi, (Program Co-Chair, SAM’16), Department of Frontier Media Science, School of 

Interdisciplinary Mathematical Sciences, Meiji University, Japan 
• Prof.  Irene Kopaliani, Georgian Technical University, Georgia 
• Dr. Sathish Kumar, Department of Computer Science & Information Systems, Coastal Carolina University, 

USA  
• Dr. Arash Habibi Lashkari, University New Brunswick (UNB), Canada 
• Dr. Gary Lieberman, Enterprise Computing, Lazard Frères & Co., USA 
• Prof.  Kathy Liszka, (Program Co-Chair, SAM’16), Department of Computer Science, University of Akron, 

USA 
• Dr. Flaminia Luccio, (Sessions/Workshops Co-Chair, SAM’16), Department of Environmental Sciences, 

Informatics and Statistics, Ca’ Foscari University of Venice, Italy 
• Dr. Wojciech Mazurczyk, Faculty of Electronics and Information Technology, Warsaw University of 

Technology, Poland 
• Prof. Dagmar Monett, Computer Science Department, Berlin School of Economics and Law, Germany 
• Dr. Esmiralda Moradian, (Posters Co-Chair, SAM’16), Department of Computer and Systems Sciences, 

Stockholm University, Sweden 
• Nader M Nassar, Innovation for Security and Compliance Group, IBM Corp, USA 
• Dr. Mais Nijim, Department of Electrical Engineering and Computer Science, Texas A&M University-

Kingsville, USA 
• Dr. Eugenia Nikolouzou, Internet Application Department, Hellenic Authority for Communication Security 

and Privacy, Greece 
• Dr. Saibal K. Pal, DRDO & University of Delhi, India 
• Dr. Cathryn Peoples, School of Electronic Engineering and Computer Science, Queen Mary University of 

London, United Kingdom 
• Dr. Junfeng Qu, Deptartment of Information Technology, Clayton State University, USA 
• Dr. Peter Schartner, System Security Research Group, Alpen-Adria University Klagenfurt, Austria 
• Dr. Karpoor Shashidhar, Computer Science Department, Sam Houston State University, USA 
• Dr. Ahmed Shosha, Department of Information Security, Nile University, Egypt 
• Dr. Manoj Shukla, Faculty of Engineering & Technology, Sunder Deep Group Institution, India 
• Dr. Haya Shulman, Department head Cyber Security Analytics and Defenses, Fraunhofer Institute for Secure 

Information Technology (SIT), Germany 
• Dr. Nicolas Sklavos, Computer Engineering & Informatics Department, University of Patras, Greece 
• Dr. Cristina Soviany, Features Analytics SA, Belgium 



• Prof. Hung-Min Sun, Information Security, Department of Computer Science, National Tsing Hua University, 
Taiwan 

• Prof. Woei-Jiunn Tsaur, Department of Information Management, Da-Yeh University, Taiwan 
• Dr. Gregory Vert, College of Security and Intelligence, Embry Riddle Aeronautical University, USA 

  
We would like to extend our appreciation to the referees, the members of the program committees of 
individual sessions, tracks, and workshops; their names do not appear in this document; they are listed on 
the web sites of individual tracks. 
 
As Sponsors-at-large, partners, and/or organizers each of the followings (separated by semicolons) 
provided help for at least one track of the Congress: Computer Science Research, Education, and 
Applications Press (CSREA); US Chapter of World Academy of Science (http://www.worldcomp.org/) ; 
American Council on Science & Education & Federated Research Council (http://www.americancse.org/); 
HoIP, Health Without Boundaries, Healthcare over Internet Protocol, UK (http://www.hoip.eu); HoIP 
Telecom, UK (http://www.hoip-telecom.co.uk); and WABT, Human Health Medicine, UNESCO NGOs, 
Paris, France (http://www.thewabt.com/ ). In addition, a number of university faculty members and their 
staff (names appear on the cover of the set of proceedings), several publishers of computer science and 
computer engineering books and journals, chapters and/or task forces of computer science 
associations/organizations from 3 regions, and developers of high-performance machines and systems 
provided significant help in organizing the conference as well as providing some resources. We are grateful 
to them all. 
 
We express our gratitude to keynote, invited, and individual conference/tracks and tutorial speakers - the 
list of speakers appears on the conference web site. We would also like to thank the followings: UCMSS 
(Universal Conference Management Systems & Support, California, USA) for managing all aspects of the 
conference; Dr. Tim Field of APC for coordinating and managing the printing of the proceedings; and the 
staff of Monte Carlo Resort (Convention department)  in Las Vegas for the professional service they 
provided. Last but not least, we would like to thank the Co-Editors and Associate Co-Editors of SAM’16: 
Prof. Kevin Daimi, Prof. Hamid R. Arabnia, Prof. Tiziana Margaria, and Ashu M.G. Solo. 
 
We present the proceedings of SAM’16. 
 
 
 
Steering Committee, 2016 
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