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Foreword

It gives us great pleasure to introduce this collection of papers to be presented at the 2014 International
Conference on Security and Management (SAM’14), July 21-24, 2014, at Monte Carlo Resort, Las Vegas,
USA.

An important mission of the World Congress in Computer Science, Computer Engineering, and Applied
Computing (a federated congress to which this conference is affiliated with) includes "Providing a unique
platform for a diverse community of constituents composed of scholars, researchers, developers, educators,
and practitioners. The Congress makes concerted effort to reach out to participants affiliated with diverse
entities (such as: universities, institutions, corporations, government agencies, and research centers/labs)
from all over the world. The congress also attempts to connect participants from institutions that have
teaching as their main mission with those who are affiliated with institutions that have research as their
main mission. The congress uses a quota system to achieve its institution and geography diversity
objectives." By any definition of diversity, this congress is among the most diverse scientific meeting in
USA. We are proud to report that this federated congress has authors and participants from 78 different
nations representing variety of personal and scientific experiences that arise from differences in culture and
values. As can be seen (see below), the program committee of this conference as well as the program
committee of all other tracks of the federated congress are as diverse as its authors and participants.

The program committee would like to thank all those who submitted papers for consideration. Each
submitted paper was peer-reviewed by two experts in the field for originality, significance, clarity, impact,
and soundness. In cases of contradictory recommendations, a member of the conference program
committee was charged to make the final decision; often, this involved seeking help from additional
referees. In addition, papers whose authors included a member of the conference program committee were
evaluated using the double-blinded review process. One exception to the above evaluation process was for
papers that were submitted directly to chairs/organizers of pre-approved sessions/workshops; in these cases,
the chairs/organizers were responsible for the evaluation of such submissions.

We are very grateful to the many colleagues who offered their services in organizing the conference. In
particular, we would like to thank the members of the Program Committee of SAM’14, members of the
congress Steering Committee, and members of the committees of federated congress tracks that have topics
within the scope of SAM. Many individuals listed below, will be requested after the conference to provide
their expertise and services for selecting papers for publication (extended versions) in journal special
issues as well as for publication in a set of research books (to be prepared for publishers including:
Springer, Elsevier, BMC, and others).

Dr. Iftikhar Ahmad; Department of Software Engineering, King Saud University, Saudi Arabia

Dr. Mohammed Akour; Department of Computer and Information Systems, Yarmouk University Jordan

Prof. Wasim Al Hamdani; Department of Computer Technology Sciences, Kentucky State University, USA

Prof. Nizar Al Holou; Department of Electrical and Computer Engineering, University of Detroit Mercy,

USA

e  Prof. Hamid R. Arabnia (Vice Chair and Coordinator, SAM'14); Department of Computer Science,
University of Georgia, Georgia, USA

e Dr. Samiha Ayed; LUSSI Department/SFIIS Team, Télécom Bretagne, Rennes, France

Dr. Shadi Banitaan (Sessions/Workshops Co-Chair, SAM'14); Computer Science and Software Engineering,

University of Detroit Mercy, USA

Dr. Rita Barrios; Computer and Information Systems, University of Detroit Mercy, USA

Dr. Clive Blackwell; Computing and Communication Technologies, Oxford Brookes University, UK

Dr. Violeta Bulbenkiene; Department of Informatics Engineering, Klaipeda University, Lithuania

Dr. Juan V. Capella; Department of Computer Engineering, Technical University of Valencia, Spain

Dr. Feng Cheng; Internet Technologies and Systems, Hasso-Plattner-Institute, University of Potsdam,

Germany

e  Prof. Kevin Daimi (Conference Chair, SAM'14); Computer Science and Software Engineering, University of

Detroit Mercy, USA



Prof. Leonidas Deligiannidis; Department of Computer Science and Networking, Wentworth Institute of
Technology, USA

Dr. Hiroshi Dozono; Faculty of Science and Engineering, Saga University, Japan

Prof. Guillermo Francia (Program Co-Chair, SAM'14); Center for Information Security and Assurance,
Mathematical, Computing, and Information Sciences Department, Jacksonville State University, USA
Steven Fox; Internal Revenue Service, USA

Dr. Bela Genge; Department of Informatics, Petru Maior University of Tg. Mures, Romania

Dr. Luis Hernandez Encinas; Department of Information Processing and Cryptography, Institute of Physical
and Information Technologies (ITEFI), Spanish National Research Council (CSIC), Spain

Dr. Levent Ertaul; Department of Mathematics and Computer Science, California State University East Bay,
USA

Dr. Shaikh Abdul Hannan; Vivekanand College, India

Dr. Michael Grimaila; Department of Systems and Engineering Management, Air Force Institute of
Technology, USA

Dr. Hicham H. Hallal; Electrical Engineering, Fahad Bin Sultan University, Saudi Arabia

Dr. John Homer; School of IT & Computing, Abilene Christian University, Abilene, Texas, USA

Dr. Hanen Idoudi (Posters Co-Chair, SAM'14); National School of Computer Sciences, Manouba University,
Tunisia

Prof. Devesh C. Jinwala; Department of Computer Engineering, S V National Institute of Technology, India
Prof. Nabil El Kadhi; College of Computer Studies, AMA International University, Bahrain

Prof. Hiroaki Kikuchi (Program Co-Chair, SAM'14); Department of Frontier Media Science, School of
Interdisciplinary Mathematical Sciences, Meiji University, Japan

Dr. Sathish Kumar; Department of Computer Science and Information Systems, Coastal Carolina University,
USA

Dr. Arash Habibi Lashkari; School of Advanced Informatics, University Technology Malaysia, Malaysia
Prof. Kathy Liszka; Department of Computer Science, University of Akron, USA

Dr. Flaminia Luccio (Sessions/Workshops Co-Chair, SAM'14); Department of Environmental Sciences,
Informatics and Statistics, Ca. Foscari University of Venice, Italy

Dr. Naufal Bin Mansor; School of Mechatronics, University of Malaysia Perlis, Malaysia

Prof. George Markowsky; Associate Director, School of Computing and Information Science; University of
Maine, Orono, Maine, USA

Dr. Wojciech Mazurczyk; Faculty of Electronics and Information Technology, Warsaw University of
Technology, Poland

Dr. Christoph Meinel (Program Co-Chair, SAM'14); Hasso-Plattner Institute, University of Potsdam,
Germany

Prof. Dagmar Monett; Computer Science Department, Berlin School of Economics and Law, Germany

Dr. Esmiralda Moradian (Posters Co-Chair, SAM'14); Department of Computer and Systems Sciences,
Stockholm University, Sweden

Nader M Nassar; Innovation for Security and Compliance, CIO Lab, IBM Corp., USA

Dr. Asoke Nath; Department of Computer Science, St. Xavier's College, India

Dr. Saibal Pal; Defense R&D Organization, India

Dr. Cathryn Peoples; Faculty of Computing and Engineering, University of Ulster, Northern Ireland, United
Kingdom

Dr. Junfeng Qu; Department of Information Technology, Clayton State University, USA

Mustafa Saed; Hyundai-Kia America Technical Center, USA

Dr. Peter Schartner; System Security Research Group, Alpen-Adria University Klagenfurt, Austria

Dr. Karpoor Shashidhar; Computer Science, Sam Houston State University, USA

Dr. Manoj Shukla; Faculty of Engineering & Technology, Sunder Deep Group Institution, India

Dr. Nicolas Sklavos; Computer & Informatics Engineering Department (CIED), Technological Educational
Institute of Western Greece, Greece

Ashu M. G. Solo (Publicity Chair, SAM'14); Maverick Technologies America, Wilmington DE, USA

Dr. Cristina Soviany; CEO, Ides Technologies, Belgium

Prof. Hung-Min Sun; Information Security, Department of Computer Science, National Tsing Hua
University, Taiwan, R.O.C.

Dr. Alok Tongaonkar; CTQO's Office, Narus Inc., USA

Prof. Woei-Jiunn Tsaur; Department of Information Management, Da-Yeh University, Taiwan, R.O.C.

Dr. Gregory Vert; Department of Computer Information Systems, Texas A&M University, USA



We would like to extend our appreciation to the members of the program committees of individual
sessions, tracks, and workshops; their names do not appear in this document; they are listed on the web
sites of individual tracks.

As Sponsors-at-large, partners, and/or organizers each of the followings (separated by semicolons)
provided help for at least one track of the World Congress: Computer Science Research, Education, and
Applications Press (CSREA); Taylor & Francis, UK (http://www.taylorandfrancis.com/); US Chapter of
World Academy of Science (http://www.world-academy-of-science.org/) ; American Council on Science &
Education & Federated Research Council (http://www.americancse.org/); HolP, Health Without
Boundaries, Healthcare over Internet Protocol, UK (http://www.hoip.eu); HolP Telecom, UK
(http://www.hoip-telecom.co.uk); and WABT, Human Health Medicine, UNESCO NGOs, Paris, France
(http://www.thewabt.com/ ). In addition, a number of university faculty members and their staff (names
appear on the cover of the set of proceedings), several publishers of computer science and computer
engineering books and journals, chapters and/or task forces of computer science associations/organizations
from 5 countries, and developers of high-performance machines and systems provided significant help in
organizing the conference as well as providing some resources. We are grateful to them all.

We express our gratitude to keynote, invited, and individual conference/tracks and tutorial speakers - the
list of speakers appears on the conference web site. We would also like to thank the followings: UCMSS
(Universal Conference Management Systems & Support, California, USA) for managing all aspects of the
conference; Dr. Tim Field of APC for managing the printing of the proceedings; and the staff of Monte
Carlo Resort (Convention department) in Las Vegas for the professional service they provided. Last but
not least, we would like to thank the Co-Editors and Associate Co-Editors of SAM’14: Prof. Kevin Daimi,
Prof. Hamid R. Arabnia, Dr. Samiha Ayed, Dr. Michael R. Grimaila, Dr. Hanen Idoudi, Prof. George
Markowsky, and Ashu M. G. Solo.

We present the proceedings of SAM’14.

Steering Committee, 2014
http://www.world-academy-of-science.org/


http://www.taylorandfrancis.com/
http://www.world-academy-of-science.org/
http://www.americancse.org/
http://www.hoip.eu/
http://www.hoip-telecom.co.uk/
http://www.thewabt.com/




Contents

SESSION: SECURITY EDUCATION

Cybersecurity Awareness in Organizations: a case study of University of Venda
Bassey Isong, Murendeni Randiman, Kudakwashe Madzima

The UWF Cyber Battle Lab: A Hands-On Computer Lab for Teaching and Research in Cyber 11

Security
Chris Terry, Angelo Castellano, Jonathan Harrod, John Luke, Thomas Reichherzer

Bite-sized Learning of Technical Aspects of Privacy
Svetlana Peltsverger, Guangzhi Zheng

Privacy Incongruity: An Analysis of a Survey of Mobile End-Users
Mark Rowan, Josh Dehlinger

SESSION: SPECIAL TRACK ON WIRELESS NETWORKS SECURITY +

MODELING OF INFORMATION SECURITY

Security Considerations in WSN-Based Smart Grids
Hanen Idoudi, Mustafa Saed

Security of Online Social Networks
Rihab Ben Aicha, Hanen Idoudi

Security Concepts and Issues in Intra-Inter Vehicle Communication Network
Mustafa Saed, Scott Bone, John Robb

Negotiation of Sensitive Resources using Different Strategies for Policy s Protection
Diala Abi Haidar

MPEG-21 Based Approach to Secure Digital Contents Using DC Metadata
Samiha Ayyed, Muhammad Sabir Idrees, Nora Cuppens, Frederic Cuppens

SESSION: INFORMATION ASSURANCE
Simple Method to Quantify Audit Findings
Gary Lieberman

Small to Medium Enterprise Cyber Security Awareness: An Initial Survey of Western
Australian Business

Craig Valli, Ian Martinus, Mike Johnstone

17

22

29

35

41

48

56

65

71



Detecting the Vulnerability of Multi-Party Authorization Protocols to Name Matching Attacks 76
Wenjie Lin, Guoxing Chen, Ten H. Lai, David Lee

A Dynamic Approach to Risk Calculation for the RAdAC Model 83
Roberto Marinho, Carla Merkle Westphall, Gustavo Roecker Schmitt

SESSION: NETWORK SECURITY + SECURITY MANAGEMENT
Malicious Device Inspection in the HAN Smart Grid 91
Eric McCary, Yang Xiao

Developing and Assessing a Multi-Factor Authentication Protocol for Revocable Distributed 97
Storage in a Mobile Wireless Network

Scott Bell, Eugene Vasserman, Dan Andresen

Smart Grid HAN Accountability with Varying Consumption Devices 104
Eric McCary, Yang Xiao

Implementation of Oblivious Bloom Intersection in Private Set Intersection Protocol (PSI) 110
Levent Ertaul, Aditya M. Mehta, Takai K. Wu

A Comparative Evaluation of Intrusion-Alert Prediction Techniques 117
Kian-Moh Tan, Neil Rowe, Christian Darken, Farn-Wei Khong

Email Encryption: Discovering Reasons Behind its Lack of Acceptance 124
Kendal Stephens LaFleur, Lei Chen

IT Security Policies and Employee Compliance: The Effects of Organizational Environment 130
Kendal Stephens LaFleur, Narasimha Shashidhar

SESSION: BIOMETRICS AND FORENSICS I + CRYPTOGRAPHIC
TECHNOLOGIES
State of the Art in Similarity Preserving Hashing Functions 139

Victor Gayoso Martinez, Fernando Hernandez Alvarez, Luis Hernandez Encinas

VoIP Forgery Detection 146
Satish Tummala, Yanxin Liu, Qingzhong Liu

A Low-Complexity Procedure for Pupil and Iris Detection Suitable for Biometric 151
Identification

Victor Gayoso Martinez, Fernando Hernandez Alvarez, Luis Hernandez Encinas



Towards Designing a Greener Advanced Encryption Standard (AES) 158
S. Raghu Talluri, Swapnoneel Roy

SESSION: COMPUTER AND HARDWARE SECURITY
Modeling and Attack for 4-MUXSs based PUF 163
Shohei Kiryu, Kensaku Asai, Masaya Yoshikawa

Relationship Between Number of Stages in ROPUF and CRP Generation on FPGA 167
Muslim Mustapa, Mohammed Niamat

Autonomic Intrusion Detection System in Cloud Computing with Big Data 173
Kleber M M. Vieira, Fernando Schubert, Guilherme A. Geronimo, Rafael de Souza Mendes, Carlos B.
Westphall

Fourier Transform as a Feature Extraction Method for Malware Classification 179

Stanislav Ponomarev, Nathan Wallace, Travis Atkison

Firewall Policy Query Language for Behavior Analysis 185
Patrick G. Clark, Arvin Agah

SESSION: SPECIAL TRACK ON IOT AND SCADA CYBERSECURITY

EDUCATION
MODBUS Covert Channel 195
Carlos Leonardo, Daryl Johnson
CloudWhip: A Tool for Provisioning Cyber Security Labs in the Amazon Cloud 201
Kevin Amorin, Shekar NH, Leena AlAufi
SCADA Cybersecurity Education from a Curriculum and Instruction Perspective 208
Raymond Albert
Audio Steganography Using Stereo Wav Channels 214
Douglas Farmer, Daryl Johnson
Potential Vulnerabilities of the NextGen Air Traffic Control System 220

Carl Giannatto, George Markowsky

SESSION: CRYPTOGRAPHIC TECHNOLOGIES 1

Modeling Continuous Time Optical Pulses in a Quantum Key Distribution Discrete Event 229
Simulation

Logan Mailloux, Michael Grimaila, Douglas Hodson, l. Elaine Dazzio-Cornn, Colin McLaughlin



A Survey on Certificateless Encryption Techniques
Fahad T. Bin Muhaya

Binary versus Multi-Valued Logic Realization of the AES S--Box
Mostafa Abd-El-Barr, Altaf Al-Farhan

Privacy-Preserving Protocol for Reduced Cancer Risk on Daily Physical Activity
Hiroaki Kikuchi, Shigeta Ikuji, Manami Inoue

SESSION: CRYPTOGRAPHIC TECHNOLOGIES II

Formal Verification of Improved Numeric Comparison Protocol for Secure Simple Paring in

Bluetooth Using ProVerif

Kenichi Arai, Toshinobu Kaneko

Simple Method to Find Primitive Polynomials of Degree n Over GF(2) where 2n-1is a

Mersenne Prime

Jiantao Wang, Dong Zheng, Qiang Li

Digital Identities and Accountable Agreements in Web Applications

Joona Kannisto, Jarmo Harju, Takeshi Takahashi

SESSION: SECURITY MANAGEMENT I

Metrics to Assess and Manage Software Application Security Risk
Mehmet Sahinoglu, Steven Stockton, Scott Morton, Preethi Vasudev, Meltem Eryilmaz

An Interoperability Framework for Security Policy Languages
Amir Aryanpour, Edmond Parkash, Scott Davis, Andrew Harmel-Law

The Implementation of BGP Monitoring, Alarming, and Protecting System by a
BGP-UPDATE-Based Method using ECOMMUNITY in Real Time

Je-kuk Yun, Beomseok Hong, Yanggon Kim

Designing a Case Research Protocol from NISTIR 7621 Security Guidelines
Donald Heier

SESSION: SECURITY MANAGEMENT II
Security Management of Bring-Your-Own-Devices
Sara Gallotto, Weifeng Chen

236

241

246

255

262

266

275

283

290

297

303



SIPPA Approach Towards a Privacy Preserving Voice-based Identity Solution
Bon Sy

Creating a Policy Based Network Intrusion Detection System using Java Platform
Samuel N. John, Charles U. Ndujiuba, Robert E. Okonigene, Chinonso E. Okereke, Miebaka E.

Wakama

Achieving Web Security by Increasing the Web Application Safety
Maryam Abedi, Navid Nikmehr, Mohsen Doroodchi

SESSION: BIOMETRICS AND FORENSICS II

Using the Concepts of 'Forensic Linguistics,' 'Bleasure' and 'Motif' to Enhance Multimedia

Forensic Evidence Collection
Jonathan Bishop

A Framework for Leveraging Cloud Computing to Facilitate Biometrics at Large-Scale
John K. Mitchell, Syed S. Rizvi

Exploring Digital Forensics Tools in Backtrack 5.0 r3
Ahmad Ghafarian, Syed Amin Hosseini Seno

A Method for Authentication Using Behavior Biometrics on WEB

Hiroshi Dozono, Naoto Yamasaki, Masanori Nakakuni

SESSION: SECURITY APPLICATIONS

An Approach and Its Implementation for Cloud Computing Security
Yun Bai, Khaled Khan, Chunsheng Yang

Research on the Security of OAuth-Based Single Sign-On Service
Ronghua Zhu, Ji Xiang, Daren Zha

Evaluating Gesture-Based Password and Impact of Input Devices

Lakshmidevi Sreeramareddy, Atcharawan Janprasert, Jinjuan HeidiFeng

Reversible Image Watermarking Scheme with Perfect Watermark and Host Restoration
After a Content Replacement Attack

Alejandra Menendez-Ortiz, Claudia Feregrino-Uribe, Jose Juan Garcia-Hernandez

Component Rejuvenation for Security for Cloud Services
Chen-Yu Lee, Krishna M. Kavi, Mahadevan Gomathisankaran

Ontology-based Privacy Setting Transfer Scheme on Social Networking Systems

Chen-Yu Lee, Krishna M. Kavi, Mahadevan Gomathisankaran

310

319

325

335

344

351

358

365

371

378

385

392

399



SESSION: POSTERS
Steganography through Block 10 409

Joe Jevnik, Leonidas Deligiannidis

A Formal Data Flow Model to Study Network Protocol Encapsulation Inconsistencies 411
Francois Barrerer, Romain Laborde, Hicham Elkhoury, Abdelmalek Benzekri

SESSION: II: SPECIAL TRACK ON IOT AND SCADA CYBERSECURITY

EDUCATION
Teaching Cybersecurity to Wide Audiences with Table-Top Games 415
Tadhg Fendt, Jens Mache
A Behavior-Based Covert Channel in a MMO 420
Brian Rowe, Daryl Johnson
Building a Virtual Cybersecurity Collaborative Learning Laboratory (VCCLL) 425

Julien Murphy, Edward Sihler, Maureen Ebben, Lynn Lovewell, Glenn Wilson

LearnFire: A Firewall Learning Tool for Undergraduate Cybersecurity Courses 430
Alicia Kirkland, Jens Mache

From Air Conditioner to Data Breach 434
George Markowsky, Linda Markowsky

SESSION: LATE BREAKING PAPERS AND POSITION PAPERS: security
systems and applications
An Optimized Iris Recognition System for Multi-level Security Applications 443

Sorin Soviany, Cristina Soviany, Sorin Puscoci

A Distributable Hybrid Intrusion Detection System for Securing Wireless Networks 450
David Tahmoush





